
The DCP Cybersecurity Awareness Assessment

The City of Los Angeles Deferred Compensation Plan (DCP) is one of the largest public sector 457(b) retirement plans in the
country, serving over 53,000 participants with nearly $11 billion in assets. Through its various communications campaigns the
DCP leverages its extensive reach and influence to promote financial security and retirement readiness. With a commitment to
innovation, the DCP continually seeks new ways to engage its diverse workforce, which includes members of the Los Angeles
City Employees’ Retirement System (LACERS), Los Angeles Fire and Police Pensions (LAFPP), and the Water & Power
Employees' Retirement Plan (WPERP). This breadth of representation makes valuable and strategic communications campaigns
vital to promoting retirement savings and productive financial behaviors which is reflected in the DCP’s growing participation rate
of 73% and average participant deferral rate of 9%.

PLAN PROFILE

As technology becomes increasingly more prevalent in everyday life, cybersecurity has emerged as one of the most urgent
challenges facing retirement savers. But one group is especially vulnerable: retirees. Retirees are often targeted by
cybercriminals because they may not have access to employer-provided cybersecurity training or tools and often have significant
assets accumulated in retirement plans, making them high-value targets.

According to the FBI, individuals aged 60 and older reported over $3.4 billion in losses due to cybercrime in 2023, an 11%
increase over the previous year.¹ An AARP survey also found that 42% of Americans age 50+ have had money stolen due to a
scam using sensitive information obtained fraudulently.² These alarming findings signal a clear and urgent need for targeted
cybersecurity education for retirees. In response, the City of Los Angeles Deferred Compensation Plan launched an innovative
new communications campaign and interactive assessment designed specifically to engage its retired participants on the topic of
cybersecurity. The goals of the campaign were to:

Proactively educate retirees on how to protect their retirement accounts and personal information;
Assess participants' understanding of digital best practices through a short, interactive survey;
Highlight specific knowledge gaps and identify topics needing further attention;
Promote ongoing education through follow-up articles, blog content, and statement messages;
Begin building a cybersecurity-first mindset among DCP participants.

BACKGROUND AND OBJECTIVES
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IN THEIR OWN WORDS

2025 NAGDCA Leadership Award Submission: Technology & Cybersecurity

“This campaign addressed a real and growing concern for our retiree population. By combining
education with a simple and engaging assessment, we empowered participants to better protect
themselves online and feel more confident about the security of their retirement accounts.”  
- Esther Chang | Plan Manager, City of Los Angeles Deferred Compensation



PROJECT SUMMARY
Built on SurveyMonkey, the DCP Cybersecurity Assessment was comprised of seven yes/no questions directly based on the
U.S. Department of Labor’s Online Security Tips for Retirement Plan Participants . These questions were carefully selected to
reflect the most critical behaviors participants should adopt to protect their accounts and identities, including:
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Creating strong, unique passwords;
Recognizing phishing attempts;
Installing anti-virus software; and
Understanding how and where to report a
suspected breach.

To increase engagement and make learning fun,
we gamified the experience with a
“Cybersecurity Badge” system based on the
participant’s quiz score:

Cybersecurity Star (100%)
Cybersecurity Defender (70–90%)
Cybersecurity Builder (42–69%)
Cybersecurity Learner (14–41%)
Cybersecurity Starter (under 14%)

The campaign was promoted through a multichannel outreach strategy, including 5,611 emails to retired participants,
3,438 postcards mailed to retirees who prefer physical mail, promotion in the quarterly newsletter, and messages in account
statements. Messaging emphasized the short time commitment (just two minutes), the opportunity to test one’s knowledge, and
the value of knowing how “cyber-safe” their online account practices are. 
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After completing the survey, users immediately
received the “badge” they earned and received
correct answers with brief, plain-language
explanations drawn from DOL guidance.
Participants were also invited to visit a new
companion blog post on the
LA457.com/cybersecurity that offered a deeper
dive into the same security topics.

This campaign was designed with simplicity and
approachability in mind. Retirees may not regularly
engage with digital learning tools, so we ensured
the tone was empowering, not intimidating. The
language was jargon-free, the experience was
mobile-friendly, and the branding mirrored other
trusted DCP communications, building participant
confidence and trust.

Online DCP Cybersecurity Assessment

“Badges” earned based on assessment score

Email and postcards
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ENGAGEMENT & RESULTS
A total of 231 retirees completed the survey. While the 4% engagement rate may be a relatively strong return for this
demographic given the request to complete an elective assessment on a specialized subject matter (cybersecurity), we also
recognize opportunities for improvement that have been outlined in the conclusion of this document. Regardless, the campaign
provided key data points that will influence and shape future communications on this topic.

Key Findings

The average quiz score was 65%, earning most participants the Cybersecurity Builder badge, showing a moderate level of
understanding but clear room for growth.
The most frequently missed question (answered correctly by only 28%) was related to how to report a cybersecurity incident
on their DCP account, highlighting a crucial knowledge gap.
The highest-scoring question asked whether participants avoid sharing sensitive data like Social Security numbers or
account details over email (answered this correctly by 97%) demonstrating strong baseline awareness of this core principle.
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This data gave us valuable insight into the
cybersecurity literacy of our retiree population
and helped us fine-tune future communication
efforts. More importantly, it revealed that
retirees were willing to engage with interactive
digital content when it was accessible, helpful,
and clearly tied to protecting their savings.

As a direct result of the campaign:

We introduced a new recurring
“Cybersecurity Corner” article in the
quarterly DCP newsletter, covering topics
like multifactor authentication, mobile
security, and phishing scams.

We embedded targeted cybersecurity
messages into quarterly participant
statements to increase visibility.

We built cybersecurity education into our
2025 strategy and are expanding the
assessment to all Plan participants
(not just retirees) because we recognize
that cybersecurity is a shared responsibility
that benefits everyone. To that end, our
2025 communications strategy includes
two distinct campaigns (in May and
September) that will introduce additional
cybersecurity education and insights. 

ONGOING IMPACT

April 2025 Newsletter “Cybersecurity Corner”
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CONCLUSION & FEASIBILITY

The DCP’s Cybersecurity Assessment campaign was a timely, relevant, and creative response to one of the fastest-growing
threats to retirement security. By targeting a high-risk yet often underserved retiree segment we delivered a solution that was
as educational as it was empowering. This campaign proves that cybersecurity education doesn’t have to be complicated,
lengthy, or fear-based to be effective. With thoughtful design, a bit of gamification, and a message of empowerment, retirement
plans can foster real behavior change. While recognizing the successes of the campaign, we also reflected on what we learned
and what we can do to improve engagement on future initiatives of a similar initatives. A few of those include:

Rather than a single asessement, develop micro-assessments delivered over a series of months that help train participants
to expect cybersecurity educational content on a regular basis.
Put the potential awards and badges-earned in the more prominent position in our campaign communciations. 
Rethink the question structure by integrating more real-world scenarios that participants may find relatable.
Explore partnerships with the City of Los Angeles IT department or related division to help drive promotion through
alternative channels. 

While there is plenty of room for improvement, we would assert that the existing campaign approach is effective and easily
adaptable for other public sector retirement plans. The entire survey was built using SurveyMonkey - an affordable, user-
friendly tool accessible to any organization. The questions were based on freely available DOL guidance, making content
development simple and authoritative. The badge system added a layer of engagement that motivated participation without
requiring sophisticated gamification technology.

Most importantly, the campaign demonstrated that cybersecurity education can be effective even among audiences who may
be less digitally fluent, as long as the delivery is empathetic and approachable. We hope this initiative can inspire and serve as
a model for other public sector plans committed to protecting the digital safety of their participants.
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