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DC Plan Governance
and Risk Oversight
Risk Oversight: Delegation of Duties






Board

• The board or its equivalent delegates day-to-day
management of risk to service providers and staff
• Each group is responsible for managing risk within their
functions as documented in policies and contracts

Executive Director

• The Board is responsible for risk oversight.






Provide Guidance & Strategic Oversight
Review and Approve Policy
Oversee Performance & Risk
Oversee Internal Controls & Compliance
Develop and Recommend Policy
Monitor Performance & Risk
Supervise Service Providers
Report on Internal Controls & Service Delivery

Plan Staff / Counsel
Finance /
Compliance

Benefits /
HR

Administration

Counsel*

Advisors / Service Providers*
Investment
Consultant

Record
Keeper

NOTE: Sample of large plan framework for illustrative purposes. Recordkeeper role is
highlighted due to broad set of responsibilities for management of operational risk.

Custodian

Investment Managers

Auditor
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Overview of Operational Risk
Operational Risk: The risk of direct or indirect loss resulting from external events or inadequate or failed processes, people
and systems. It is arguably, DC plan’s largest and fastest growing risk exposure.
Reputation Risk: Risk that an organization’s brand will be diminished. It is often the result of events in other risk categories.

DC Plan Risk Categories
Operational

Operational Risk Types

Market

Reputation
Longevity

Credit

Legal and
Compliance

Transaction
Processing

Asset
Valuations

Financial
Reporting

Vendor
Selection

Data
Security

Physical
Security

Information
Technology

Business
Continuity

“Compliance failures are the single biggest cause of reputational risk.”
—Reputation, Risk of Risk, The Economist Intelligence Unit
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Industry Operational Risk Events

Mutual Fund
Trading
Scandals

Lost / Stolen
Participant
Data

DC Plan
Fee
Litigation

Cybersecurity
Data
Breaches
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Operational Risk Events: Examples

Source: Segal Consulting; Segal Marco Advisors, September 2017.
https://www.segalco.com/publications-videos/public-sector-letter/operational-risk/#PublicSector

7

Risk Management Framework
Governance





Assessments





Committee Structures
Plan document
Contracts and policies
Agreed upon procedures

Financial audit
Cost & fee assessment
Vendor review
Compliance audit

Board of
Trustees/
Executive
Staff

Consultant

Measures





Equity
Managers

Fixed
Income
Managers

Operational

Hedge
Fund
Managers

Auditor
Staff
Recordkeeper
Investment consultant

Investment
Risk

Counsel

Real Estate
Managers






Audit exceptions
Transaction failures
Compliance failures
Participant Complaints

Longevity
Custodian
Bank

Reporting

Private
Equity
Managers

Credit

Cash
Manager

Managing risk effectively may lead to improved service quality, reduced costs, improved
participant decision making, better compliance and improved stakeholder confidence.
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ERISA Plans vs. Governmental 457
ERISA Plan
Fiduciary duty of prudence
Requirement to follow plan
document
Fiduciary committee must
oversee
Annual audit and Form 5500
filing

Governmental 457
As set forth in state and local
rules, and by best practice
Must comply with 457 rules in
form and operation
Responsible public
employees must oversee
Not required by ERISA, but
see GASB rules
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Wearing Two Hats

Which hat is on?
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Prudence Practices for Governance
• Identify individuals with authority
• Separate decision makers from staff that support decision makers
• What happens when someone retires?

• Periodic training of fiduciaries
• Consider committee charter
• Balance specifics with general responsibilities
• Should there be a chair?

• Properly documenting
• Contemporaneous minutes
• How specific?

• Deal with mistakes honestly
12
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Dealing with Service Providers
Tailoring Contract to Plan Issues
• State and local contracting rules may not be well adapted to
457 service providers
Allocating Liability for Errors
• Is provider responsible for EPCRS-approved correction in
case of its error
Defining Measurable Metrics
• Penalties for failing metrics (see next slide)
• Regular reporting
Review by Counsel
• Is internal counsel familiar with retirement plan service
contracts
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Common Provider Metrics
Investment
transaction
processing
accuracy

Contribution and
loan accuracy

Plan website
availability

Wait time for calls

Call abandon rate

Participant
satisfaction score

Same day
distribution
processing

Delivery by
deadline of
reporting and
compliance
materials
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Common Compliance Errors

457(b) Plan Errors Commonly Identified by IRS

• Loans
• Special three-year catch up contribution
• Contribution election in prior month
• QDROs
• Pre-termination distributions
• Poor oversight of unforeseeable emergency withdrawals
• Administering vesting
• RMDs after death
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Emerging Issues In Plan Administration
• Missing and unresponsive participants
• Ensuring address is accurate
• Proper reporting of uncashed checks and escheated funds
• Developing automatic IRA rollover provider

• Cybersecurity
• Automatic enrollment coming to 457(b) plans
• Powerful savings tool, but requires careful administration

• Oversight of individuals that meet with participants
• Enhanced delivery of documents and notice electronically
• New DOL proposal

16
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Operational Risks and Controls
Sponsors should consider and understand their provider’s protocols
for mitigating a variety of operational risks.

1 Plan compliance
2 Mitigating fraudulent activity
3 Data security and business continuity
4 Emphasis on technology and digital tools

18
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Plan Compliance
• Automate to follow IRC and plan
document rules
• Eliminate errors due to manual
processing

• Optional external audits using sample
sizes to test controls and compliance
• Program unique plan features (e.g.,
Vesting, Distributions)
• Robust testing environment for plan
setup and changes
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Plan compliance cont’d.
Robust testing for plan setup and changes

Dedicated Testing Environment

Data Conversion Tool

 Allows for end to end testing prior to
changes going live
 Client can view and test plans prior to
going live
 Ensures no surprises at “go live” date

 Data templates to map data
 Robust data validation tools and
reports
 Allows for quicker turnaround of
conversion files improving test
conversions and shortening blackout
periods

20
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Mitigating Fraudulent Activity
Account takeover attacks are rapidly reaching new horizons
In the news:

: a form of identity theft where the fraudster
attempts to impersonate a real customer
using customer service channels to gain
control of their account for the purposes of
stealing funds.

We have to be prepared
for personal information
to be in the wrong hands
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Mitigating Fraudulent Activity cont’d.
Multi factor authentication
for access to their
retirement accounts

Establishing secure transmission
of data whether through sftp
transmissions or within the
Recordkeeper’s secure plan
sponsor website

Encouraging participants to
register their device when
logging into their secure
retirement site

Electronic delivery of transaction
confirmations, statements and
other plan materials to mitigate
mail fraud and ensure timely
notification of account activity and
important information
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Mitigating Fraudulent Activity continued
It is important to register and protect online accounts
It makes it easier to plan: Your plan participants can quickly access their accounts to review
and make changes to their contributions and investments at any time.
They know how they’re doing: Your plan participants can see how much money they’ll need
in retirement and if they’re on track.
They know what to do next: Personalized messages help your plan participants with
resources and education to help them reach their goals.
It helps keep accounts safe: By registering their accounts online, your plan participants take
the first step to authenticate their account with their unique credentials to reduce takeover risk.
It’s good for the environment: By signing up for e-delivery, your plan participants will receive
their statements electronically. Less paper to keep track of and better for the environment.
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Data Security and Business Continuity
IN THE NEWS:

: the process of protecting information by
preventing, detecting and responding to
attack.
- National Institute of Standards and Technology

1
2
3
4

As of Feb 2019 per Voya Information Security Group
BusinessInsider.com, 21 Scariest Data Breaches of 2018, 12/30/18
Krebsonsecurity.com, FAF Leaked Hundreds of Millions of Title Insurance Records, 5/24/19
Ibid., Capital One Data Theft Impacts 106 Million People, 7/19/19
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Data Security and Business Continuity
cont’d.

A skilled, proactive team is necessary to protect data
Dedicated Security Professionals

Experience in fraud detection
& prevention

Ethical Hacking Program

Routine email phishing tests

People

Process

Technology

Sourced by Voya Financial Information Security Group, as of 9/20/19
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Data Security and Business Continuity
cont’d.

Industry best practice policies and controls include:
•

Monitoring of daily activities, proactively flagging potential
fraudulent behaviors

•

Ongoing updates to our security protocols based on
Department of Homeland Security information on domestic
and international threats

•

Participate in Industry Consortiums and governmentsponsored organization that helps us stay informed of
security risks and trends

•

Industry best practice policies and controls

•
People

Process

•

Strong alignment with ISO and NIST standards

•

SOC 1 and SOC 2 certifications

Layers of security controls provide maximum protection,
including password requirements, multi-factor
authentication and identity verification

Technology

Sourced by Voya Financial Information Security Group, as of 9/20/19
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Data security and business continuity
cont’d.

System designed to prevent corruption and unauthorized access
Layers of Defense
•
•
•
•
•
•

Process

People

•
•
•
•
•
•
•

Technology

Firewalls
Content filtering
Data leakage prevention
24x7 Cyber Fusion Team
Intrusion prevention systems
Anti‐virus software & Endpoint
protection
Penetration testing
Compliance scanning
Security awareness & cyber drills
Badge readers, security guards
Application and software controls
Role‐based access
Encryption
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Data Security and Business Continuity
cont’d.

Behavior-based predictive analytics enable more accurate and
timely identification of account takeover attempts.
Participant
activities

Behavior-based
predictive analytics
Geo-location
Customer
profile-based

Investigative/
Research

HIGH

Velocity /
sequencing of
activity

Web-based

One-to-many
relationships

Phone-based
Bank-based

Risk-based
score

Pattern
identification

LOW
People

Technology
Process

28
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Data Security and Business Continuity
cont’d.

Fully redundant data centers
• High availability
• Redundancy
• Resiliency

Robust Event Management Program
• Addresses crisis situations that pose a threat to our people, facilities,
systems and processes

Business Continuity Plans
• Risk assessments
• Exercise and Maintenance Strategy
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Emphasis on technology and digital tools
There has been a significant change in objectives & goals for retirement
Recordkeeper

Plan Sponsor

Participant

Traditional
Objectives

• Focus narrowly on
recordkeeping
• Drive everything through
automation

• Provide low cost quality
benefits
• Minimize time spent on
administration
• Manage fiduciary liability

• Paycheck in retirement
• Financial guidance
• Easy actions steps

New Goals

• Expand footprint beyond
retirement
• Serve broader participant
needs through partnerships

• Focus on data and driving
results
• Interest in broader financial
wellness
• Willingness to consider new
innovative solutions

• Personalization
• Integration of non-retirement
goals
• Right balance of human and
technology

Source: 2019 Retirement Leadership Forum, RLF Research
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Emphasis on technology and digital tools cont’d.
Do technology enhancements (or lack of) impact outcomes?

“Appropriate for a fiduciary to take into
account ‘whether the digital design of a
plan’s service provider’s electronic
portal properly seeks to encourage and
facilitate good decision-making by plan
participants and beneficiaries.”

1974

- Michael Hadley at Davis & Harman

2018

While ERISA went into effect before the digital age,
legislation contained a crucial provision that fiduciaries
must act…“with the care, skill, prudence, and
diligence under the circumstances then
prevailing.”
– ERISA § 404(a)(1)(A), (B).

“Accordingly, even though no fiduciary in 1974 would
have needed to consider the digital design of the
plan’s web portal, the fact that a substantial
percentage of participant interactions are online is
a circumstance that is now prevailing.”
- Michael Hadley at Davis & Harman

Source: Voya Financial whitepaper, “Fiduciary Concerns and Digital Design” by Michael Hadley at Davis & Harman (2018)
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Plan Sponsor Considerations
Consider the approach of a digital fiduciary
Are you one of the following?
• Plan fiduciary helping participants in the digital age
• Plan advisor or consultant supporting a plan sponsor

What should you do?
• Help people achieve a successful retirement in the 21st
century
• Bring the same oversight and diligence to digital platforms
that we currently bring to investment selection and monitoring
• Implement a digital policy statement
• Incorporate digital design

32
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Plan Sponsor Considerations cont’d.
1.

Does provider have SOC 1 and SOC 2?

2.

Does provider have fraud policy, security guarantee?

3.

Does plan have cyber security policy?
a.
b.

4.

Does contract contain service level agreements?
a.

5.

Federal Commerce group (missed framework)
https://www.ftc.gov/tips-advice/business-center/smallbusinesses/cybersecurity/nist-framework
Do you report and monitor them regularly?

What processes are in place to continue to review and enhance
the customer and technology environment?
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Facing Down the Most Damaging
Risks to Your Plan’s Reputation

Questions?
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