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Participants
Tools to promote engagement
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• Understanding what 
participants need from 
their plan

• Questions we can help 
them answer

• Supporting participants in 
their financial wellness 
journey

Engaging with Retirement Plans

Online accounts are used to 
manage their non-transactional 
tasks

• Change beneficiary
• Update their contact information
• Review their account balance
• Look at the growth/decline of 

any investments

Simple Tasks 

When it comes to making 
financial decisions, participants 
trust financial representatives 
to make them on their behalf.
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Education needs to be…

Snackable Education

• In-Context • Gradually revealed• Relevant

Big Picture View

Participants have difficulty understanding how investments 
work together

A full view helps answer questions such as:
• Where are they now?
• Where are they going?
• What are their goals?
• How do they get there?
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Questions They Have

• “How much do I need to retire?”
• “What steps need to be taken to reach my goal?”

Supporting Participants on Their 
Financial Wellness Journey
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Plan Sponsor
Data improves plan benchmarking

76%
14%

6% 

4%

Voya Retirement Plan Participants 
Full Year 2018

Website Mobile App CSA IVR

74%
use online
banking services2

207 million 
smartphone
users in the US1

1 https://www.statista.com/topics/2711/us-smartphone-market/
2 Federal Reserve, “Consumers and Mobile Financial Services. (2015)

Participants increasingly engage through digital 
tools 

9

10



2019 NAGDCA Annual Conference ‐ Leveraging 
Technology & Participant Tools

9/9/2019 & 9/10/2019

6

Leveraging technology for employer oversight

Plan success metrics – point in time
• Participation
• Savings rate
• Diversification

Plan success metrics – assessing plan health
• Income replacement measures
• Reporting by sub-group to identify who is not on track
• Include all sources of retirement income

Tracking to plan’s unique goals
• Set benchmarks
• Develop strategic plan
• Measure outcome to goals over time 
• Reports
• Dashboards

Comprehensive plan reporting requires data

Data Requirement Required for Metric Plan Health Potential

Eligible population Participation rate Increase participation

Salary Savings rate, Income replacement Identify those not on track

Contribution rate change Savings rate Automation of increased 
savings

Email Personalized messaging Identify specific need per 
participant

Defined benefit Holistic planning Income replacement

Termination dates Retention Retiree strategy/spend down 
guidance
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Income replacement by source

Benchmark: 45%

27% 17% 3% 13%

5959%

Social Security DC Other Pension
Voya internal data

Income replacement ratio

0% 100%

50%

62%

Average retirement

income replacement

70% 
Target

30%

50%

70%

90%

Your Plan Target

50%

Point in time when 
r/k took over as 

record for deferrals

Voya internal data

Income replacement over time
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Web tools to identify underperformers

Voya internal data

Case study – participant rate increase

3030 eligible participants
• Eligible file received monthly

• Discretionary matching contributions

Email file provided
• 2 emails sent to eligible non-participating in two subsequent quarters after hire

3 part-time financial advisors
• 30 group meetings 2018

• 544 individual meetings 2018

Participation Rate = 70%

Voya internal data
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Case study – savings rate increase

Opt out re-enrollment 
• Target audience: contributing <3%

Process
• Active choice election/must elect to stay same

• 3 emails over 4 weeks

• Seminars

• Voice over presentation

• 1:1 meetings

Results Employee

Audience 664

Default to 3% 331

Opted out 211

Changed election 64

Increased later 2

Stayed same 50

Removed from process 16

Voya internal data

Case study – plan health reporting

55%

43%

64%

49%

0%

10%

20%

30%

40%

50%

60%

70%

IR% Avg Market IR% Down Market

2014 2018

Plan design
• Auto enrollment at 4% since 1997

• Employer match since 2012

• 92% increased contributions to meet match

Plan fee reduction of 28%
• Investment and administration

Participant communication (2015-present):
• Elective window to auto escalate

• Multiple campaigns on plan features

• Focus groups to understand needs

Voya internal data
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Analytics
Using analytics for default fund selection

For illustrative purposes only.

The Optimal QDIA
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For illustrative purposes only.

Virtual Advisor: Recommendation:

20 25 30 35 55504540 60 65 70 75
Age

60/40
Balanced Fund

30 33
20

33

2615 5
11 17

12

Misfit = 20.2%
100%

75%

50%

25%

0%

Individual Data:

30 33
20

33

2615 5
11 17
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For illustrative purposes only.

20 25 30 35 55504540 60 65 70 75
Age

100%

75%

50%

25%

0%

TDF A

Misfit = 12.1%

TDF B

Misfit = 9.6%

60/40
Balanced Fund

Misfit = 20.2%

Virtual Advisor: Recommendation:Individual Data:
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For illustrative purposes only.

20 25 30 35 55504540 60 65 70 75
Age

100%

75%

50%

25%

0%

A Plan Check-Up | Are participants misallocated?

Misallocation  47%

Current Allocation

Recommended Allocation

For illustrative purposes only.

20 25 30 35 55504540 60 65 70 75
Age

100%

75%

50%

25%

0%

30%

30%

40%

Current Allocation
Recommended Allocation

A Plan Check-Up | Are participants misallocated?
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For illustrative purposes only.
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Reenrollment

A Plan Check-Up | Are participants misallocated?

Cyber Security
Considerations and oversight
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F R E Q U E N C Y

598 
incidents

• Denial of 
Service

• Web 
Application 
Attacks

• Malware/ 
Ransomware

95%
FINANCIAL

5% 
ESPIONAGE 
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92%

7%
1%

Cyber risks, trends and data across the financial services industry 

Source: Verizon 2018 Data Breach Investigations Report

Industry-wide cyber security trends in 2018

THANK YOU
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SONY

YAHOO!
● Over 140 million 
users’ personal 
information 
compromised
● Exposed information 
included PII, PCI and 
credit history
● Hack leveraged web 
Struts vulnerability
● Estimated losses > 
$325M

Worms

Identity Theft
Phishing

Network attacks,
Botnets, DB 
attacks

Denial of Service,
Malicious Emails,
Ransomware,
“Point of Sale” 
Attacks

Web Vulnerabilities
Social Engineering
Banking Malware
Key Logger, Bitcoin,  
Identity Theft, Fraud 
Phone Hijacking, Ransomware,
“Point of Sale” Attacks, 
Cyber WarfareMalicious  

Code

R
IS

K

MAR 1999

● Email which contained Word macro
● Self-spreading: emails itself to 
random 50 people from address book
● Forced Intel, Microsoft & Lockheed
● Value of damage $80M

● 45 million credit card 
records compromised
● Malware stolen over 18 
month period
● Customer PII stolen 
because of unmasked 
stored data
● Estimated losses $162M+

JAN 2007

● Leak of SSN of employees 
& celebrities 
● Leak of embarrassing emails
● Prompted Co-Chair 
resignation
● Restoration Costs $125M+

● 80 million member PII 
compromised
● Targeted phishing tactics 
obtained privileged access 
● Despite database 
encryption, unauthorized 
access occurred 
● Estimated losses $100M+

NOV 2014

NOV 2013

● Hackers installed 
malware of POS systems
● 40 Million credit & debit 
card numbers
● Card information sold on 
black market
● Loss estimates in 
excess of $300M

JAN 2015

● Two separate 
incidents : 500 
million, then 1 
billion user email 
accounts 
● Account info may 
include PII along 
with security 
questions  
● Discovered 
when user info was 
being sold online
● Estimated losses 
$1B+ ???

SEP 2016 SEP 2017

● 600 million records
● Passwords stored in plain text

MAR 2019

FEB 2018

Worms

Identity 
Theft
Phishing

Network 
attacks,
Botnets, DB 
attacks

Denial of Service,
Malicious Emails,
Ransomware,
“Point of Sale” 
Attacks

Web Vulnerabilities
Social Engineering
Banking Malware
Key Logger, Bitcoin,  
Identity Theft, Fraud 
Phone Hijacking, 
Ransomware,
“Point of Sale” Attacks, 
Cyber WarfareMalicious  

Code

Outlook MELISSA
VIRUS

● Youth hacker launched 
Denial of Service attack
● Cripple major websites: 
Yahoo, eBay, CNN, 
E*Trade, Amazon 
● Prompted White House 
Cyber Summit 
● Estimate $1.2B 
damages

FEB 2000

MAFIABOY EBAY

TJ Maxx TARGET Anthem

● 130 million credit card record 
● Hackers compromised external 
web systems to gain access 
● Once inside, sophisticated 
Malware was deployed to “listen” 
to network 
● Estimated losses $140M+

JAN 2009

Heartland

Equifax

facebook

myfitnesspal

● Designed to spread on 
Unix systems
● Propagated itself using 
network 
● Infected 6,000 computers 
in short period of time 
● Slowed down the 
Internet
● Value of damages $80M

NOV 1988

MORRIS WORM

1997 2004 2007 2010 2013 20191988 2016

● 150 million records
● Usernames, hashed 
passwords, email addresses
● Highlighted the importance 
of encryption and data 
segmentation

Evolution of the threat landscape

• Does provider have SOC 1 and SOC 2?
• Does provider have fraud policy, security guarantee?
• Does plan have cyber security policy?

• Federal Commerce group  (missed framework)
• https://www.ftc.gov/tips-advice/business-center/small-

businesses/cybersecurity/nist-framework
• Does contract contain service level agreements? 

• Do you report and monitor them annually?

CN897282_0720

Questions to ask regarding security controls
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Disclosure
©2019 Morningstar Investment Management LLC All rights reserved. The Morningstar name and logo are registered marks of Morningstar, Inc. For information 
and/or illustrative purposes only. Not for public distribution. Morningstar Investment Management LLC is a registered investment adviser and subsidiary of 
Morningstar, Inc.

Opinions expressed are as of the current date; such opinions are subject to change without notice. 

All investments involve risk, including the loss of principal. There can be no assurance that any financial strategy will be successful. Morningstar Investment 
Management does not guarantee that the results of their advice, recommendations or objectives of a strategy will be achieved.

This presentation contains certain forward-looking statements. Past performance does not guarantee future results.

Morningstar Investment Management LLC, a registered investment adviser and subsidiary of Morningstar, Inc., offers glide path comparisons of target date solutions 
to financial professionals or retirement plan sponsors.  The products for comparison may be chosen by a retirement plan fiduciary or by Morningstar Investment 
Management.  Morningstar Investment Management chose the Vanguard Target Retirement Funds due to the series' total assets and asset flow into the firm as 
compared to other funds in its peer group.

This service is provided for informational purposes only to assist the plan sponsor or other fiduciary in the determination of an appropriate glide path for their plan. 
The information, data, analyses, and opinions presented herein do not constitute investment advice, are provided solely for informational purposes and therefore are 
not an offer to buy or sell a security. Please note that references to specific securities or other investment options within this piece should not be considered an offer 
(as defined by the Securities and Exchange Act) to purchase or sell that specific investment. Morningstar Investment Management shall not be responsible for any 
trading decisions, damages, or other losses resulting from, or related to, the information, data, analyses or opinions or their use.  

Particular investment options may not be appropriate investments for your plan, and there may be other investment options that are more suitable. The Morningstar 
glide path comparison should not be the only method by which an investment or a particular investment option is chosen for a plan. Morningstar Investment 
Management does not guarantee the results of the Morningstar glide path comparison or the objectives of a glide path selected based on this analysis will be 
achieved. 

Disclosure
The information contained in this document is the proprietary material of Morningstar Investment Management. Reproduction, transcription, or other use, by any 
means, in whole or in part, without the prior written consent of Morningstar Investment Management, is prohibited.  The information, data, and opinions shown herein 
and any related output generated includes proprietary information of Morningstar Investment Management and may not be copied or redistributed for any purpose. 
Morningstar Investment Management does not warrant this information to be accurate, complete, or timely and is not responsible for any damages or losses arising 
from the use of this information. Indexes are not available for direct investment.
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